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This list identifies the subprocessors authorized to access customer data and personal data in
Microsoft’s Online Services. Any such subprocessors will be permitted to process customer data or
personal data only to deliver the services Microsoft has retained them to provide, and they are
prohibited from using such data for any other purpose. These subprocessors (including their
subsidiaries) may provide services to one or more of the online services. The list below may not apply to
previews or other services not yet in general release.

Subprocessors who provide technologies to power certain Microsoft Online Services

The following subprocessors provide technologies used to deliver specific Microsoft Online Services. If
you deploy one of the services below, the subprocessor(s) identified for that service may process, store,
or otherwise access customer data or personal data in the course of helping to provide that service.

Subprocessor Service Provided Corporate Location
Accenture LLC SAP HANA on Azure (Large Instances) Ireland

Akamai CON Content Delivery Network (CON) United States
AT&T Inc Multi-factor Authentication United States

[Merged from previous personal data list]

CenturyLink, Inc

Multi-factor Authentication United States
[Merged from previous personal data list]
CLx Communl_catlons (f/k/a .S""Ch) Multi-factor Authentication Sweden
[Merged from previous personal data list]
Databricks, Inc Azure Databricks United States
Infobip Itd i . ; :
[Merged from previous personal data lst] Multi-factor Authentication United Kingdom
NetApp, Inc Azure NetApp Files United States
{Added to the list May 13, 2019)
Nexmo, Inc Multi-factor Authentication United States
[Merged from previous personal data list]
Red Hat, Inc Azure Red Hat OpenShift United States
(Added to the list May 13, 2019)
TeleSign Multi-factor Authentication United States
Twilio Inc Multi-factor Authentication United States
Verizon Communications Inc. (f/k/a = Content Delivery Network (CDN) United States
Edgecast Networks, MCI) Multi-factor Authentication

Subprocessors who provide ancillary services to support Microsoft Online Services
The following subprocessors provide ancillary services to help support, operate, and maintain the Online
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Argentina EU UK China China China Singapore  Australia New Japan My ENISA Japan CS Spain Spain India Canada Privacy  Germany IT
PDPA Model G-Cloud DJCP GB 18030 TRUCS MTCS IRAP/CCSL  Zealand  Number Act IAF Mark Gold ENS DPA MeitY  Privacylaws  Shield  Grundschutz
Clauses GCIO workbook
QO -
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PCI DSS MPAA FACT UK Shared FISC Japan HIPAA/ HITRUST GxP MARS-E IG Toolkit UK FERPA GLBA FFIEC
Level 1 Assessments HITECH Act 21 CFR Part 11
& & NIST <
FedRAMP FedRAMP //( @RS
Moderate High DoD DISA DoD DISA DoD DISA SP 800-171 FIPS 140-2 Section 508 VPAT ITAR IRS 1075
JAB P-ATO JAB P-ATO SRG Level 2 SRG Level 4 SRG Level 5


http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
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Licensing Product Licensing - Licensing Programs - Existing Customer - Learn More - How to Buy -

Licensing Terms and Documentation

Quickly access licensing terms, conditions, and supplemental information relevant to the use of
products and services licensed through Microsoft Volume Licensing programs.

Licensing Terms Search Licensing Documents Search
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2020 &£ 1H

Return to Document Search

SLAs, terms and other agreement-related documents
Find licensing documents by selecting any of the filters below (document type, language, region or
sector). Once you start making selections, results will appear in the table below.

Search for Documents:

@
Note: This page does not include any signed Volume Licensing agreements, enrollments or Microsoft
Business and Services Agreement, and is intended solely for reference purposes.

[ show Archived

MicrosoftOnlineServicesDPA(Hungarian) Humganan Commercial, Public Sector, EU-EFTA (Eu ‘opean
n rofit t fri f E/] q : ’: % 5 q '7 D | ]
Government, Nonprofi East and Africa) / j ] | E : ] 1 i f

(January2020) Third Party, Common Union and EFTA),
MicrosoftOnlineServicesDPA(Italian) Italian Commercial, Public Sector, EU-EFTA (Eurgpean 'EE — ~
(January2020) Third Party, Common Union and ATA), £ — L— \ Ib\
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Government, Nonprofit East and

MicrosoftOnlineServicesDPA(Japanese)
(January2020)

Japanese Commercial, Public Sector, Japan
Third Party, Common
Document, Academic,

https://www.microsoftvolumelicensing.com/DocumentSearch.aspx?Mode
=3&DocumentTypeld=67

Government, Nonprofit
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The Microsoft Intelligent Security Graph
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Intelligent Security Graph

Cyber Defense
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